Eastern Mennonite University

NETWORK FIREWALL POLICY

The Internet firewall at Eastern Mennonite Univgrginhances security of computer and network ressuo
ensure a more reliable network and reduce illegdlraalicious activities. The firewall policy attetago balance
risks incurred against the need for access.

A firewall is one element of security for the carapetwork. It reduces the threat of outsiders eitlaenaging
EMU's systems or using the systems as a jumpingaiftt for illegal entry into other systems. A firall does not
prevent malicious or illegal activities from insithe firewall.

This firewall policy statement assumes that Seg@itindards for EMU Computer Network Users, Acdalptélse
Policy for EMU’s Campus Computer Network, and otlidormation Systems policy statements regulatisg of
computing and network resources at Eastern Mermmaimtversity are in force.

The general firewall policy is stated as follows:

1.

The intent of the firewall is NOT to restriacass to external resources from those insiddriedll. Some
restrictions may be put in place in order to protee functionality of the entire EMU network andlve
done so with oversight provided by the Informat®ystems Planning Committee.

Access to internal resources by those outhieleaétwork is limited by the firewall. Access igyided only in
the following instances:

a.

Information Systems will provide access throtighfirewall to the campus web servers and campus
email.

Certain mission-critical functions require vendarsl other entities to have limited access to system
resources from outside the firewall. Where feasifilnctions/entities that require open access fren
outside world will be located outside the firew@e Ariel document delivery system used by thealip
is an example). Functions/entities that requireno@ccess that cannot be located outside the fireilla
be restricted to mission-critical administrativedtions (such as access to and by Jenzabar, the

administrative systems vendor, and SIRSI, the tibaatomation systems vendor). Where feasible, such

outside access will be limited to specific timeattbonnections are needed.

Faculty, staff, and students may request imahdik access from the external wottdresources inside the
firewall. These requests must be in writing and imudude a rationale for the request. Requests for
access to file servers and web servers will gelydoal granted. Information Systems staff will exatk
the risk of opening the firewall to accommodateeottequests. Where the risk is acceptable, graofing
requests will be dependent on network infrastrigctimitations and the availability staff resources
(primarily time) available to implement the requéfkthere is disagreement between the requestbi&n
staff about the feasibility of the request, theuexj may be appealed to the Information Systems
Planning Committee.
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